&) €LSYS

NPO®ECCUOHANBHAS CUCTEMA
KOHTPOIA Y YIIPABIIEHUS! IOCTYNIOM

CYMTbIBATESIb BECKOHTAKTHbIN

Elsys-SW78-Multi

MacnopT 1 pykoBOACTBO MO 3KCMAyaTaLum
EC/1A.425729.078 NC

1 006wwue cBegeHus

YcTpoitcTBo 06ecneynBaeT cunTbIBaH1e koja 6eCKOHTAKTHBIX MAEHTUENKATOPOB (KapT 1 Gpenokos)
cpopmaros EM-Marin, HID ProxCard Il, MIFARE, BO3MOXHOCTb YTEHWUS 3anporpaMMMpOBaHHOrO kofa
AoCTyNa W3 3almwéHHoin obnacti namsTn naeHtudmkatopos dopmaro MIFARE Classic 1K, 4K,
MIFARE Plus 1K, 2K, 4K B pexumax SL1 u SL3, MIFARE DESFire EV1, EV2 ¢ ucnonb3oBaHuem
MeToda WundpoBaHus AES, BO3MOXHOCTb YTEHUS MOBUNbHBIX MAEHTU(MKATOPOB, NepesaBaeMblX CO
cmapTaoHa, no 6ecnposoaHbiM MHTepdeiicam NFC (Near field communication) u BLE (Bluetooth low
energy) 1 nepeaayy nomny4eHHoro koaa B koHTponneps! goctyna (KI) no uitepdeitcy Wiegand, Touch
Memory wnu ESDP. Wpentudukatopel dopmata HID cepuit PX-4-H, PVC-H-4, PVC-H-5 He
noAAepXM1BaIoTCA.

KOHCTPYKTMBHO CuuTbIBaTEMb BbIMOMHEH B Hepa3bopHoM koprnyce u3 ABS nnactuka co CbEMHOI
NMoLafKoA AN HACTEHHOrO MOHTaXa M OCHAalWEH kabenem ANs MOAKMIOYEHUS K BHELUHEMY
ycTpoicTBy. CunTbIBaTEND ABNSETCA HEBOCCTAHABN IM 1 Heobenyxl 1bIM U3aenuem.

CunTbiBaTEMb PacCyMTaH Ha HEMPEpbIBHYIO KPYrMOCYTOYHylo paboTy npw Temnepatype
OKpyatoLero Bogyxa ot -25 fo +55 rpagycoB Lienbcusi M OTHOCUTENbHOI BNAXHOCTU BO3ayxa He
Gonee 98% n umeeT cTeneHb 3awwmTbl 06onodky IP65 no FTOCT 14254-2015.

[Mpu M3MeHeHNM YCroBuiA KCTINyaTaLym TeXHUYECKVEe XapaKTePUCTUKN U3ENUs MOTYT OTNNYaTLCS
OT HOMUHaIbHBIX 3HAYEHMIA.

2 KomnnexT noctaBku

B KOMMNEKT NoCcTaBKu BXOAST:
v\ cuuTbIBaTEND;
v/ NacnopT 1 pyKoBOACTBO M0 SKCNAyaTaLyy;
v\ ynaKoska.

3 TexHuyeckue xapakTepucTUKu1

OCHOBHbIe TEXHWYECKMe XapaKTepUCTUKN C4MTbIBaTENel NpuBeaeHb! B Tabnuue 1.
Tabnuya 1 - TexHuYecKue xapakmepucmuku cqumbigamenel Elsys-SW78-Multi

cuuTbIBaTENS, KOHTaKTHbIX ~ Krtoyei Maxim (Dallas
Semiconductor).

B 3aBucumoctn ot BbIGpaHHOro hopMata [aHHbIX, WAEHTUGMKALMOHHBIA HOMEp KapTbl
nepefaercs NMGO MOMHOCTbIO (MpM  3TOM  OTCYTCTBYIOWME B HOMepe cTapwue 6GaiTbl B
MH(OPMALWMOHHOA MOChINKE 3anonHAIOTCA HynaMM), MMBO YacTUyHO (B 3TOM Crydae nepenaercs
MnafLas YacTb Homepa kapTbl). MakcumanbHas AnvHa nepegasaemoro koga ans Wiegand ot 3 6aiit
(Wiegand-26) fo 8 baitt (Wiegand-64); ans ES-Wiegand 6 6aiit; anst Touch Memory 6 6aiT; ans

ESDP 8 6aiit.
4.2 3BykoBas M CBETOBas WHAMKaLWUA

amynupyst  paboty DS1990A  hupMbl

CuunTbIBaTENb MMEET MHOTOLBETHBII CBETOAMOAHBIN MHANKATOP 1 3BYKOBOI CUTHANM3aTOp.

Mpn nopknioyeHnn cuuTbiBaTens no uHTepdperdicy ESDP  ynpaenexve  MHAMKauueit
OCYLECTBNIAETC MO KOMaHAAM KOHTPONrepa, a BCTPOEHHble MWHUN YNpaBreHus WHANKaLuedt
CYMTBIBATENS HE MCTIOMb3YIOTCS.

[Ins BHeLWHero ynpaBneHns CBETOAMOAHBIMI 1 3BYKOBBIM MHAMKATOpaMi MpeaycMOTPeHbl Tpu
TAHAN:

v JInHus ynpaenenus kpacHbIM LBeToM (LED Red);

v JInHus ynpaBnenus senéHbiM usetom (LED Green);

v JInHmus ynpaBnenus 3Bykom (Beep).

WHpmkaTopbl  ynpaBnsioTCs aKTUBHBIM  HWA3KMM  YpOBHEM. [Ns ynpaBneHus WHaukatopamm
criegyeT WCMOMb3oBaTh BbIXOAbI TMNA «OTKPLITBIA KONMEKTOp» UMK BbIXOAbl, COBMECTUMbE C
yposHamu 5 B TTL.

Mpy HM3KOM ypOBHE CWUrHana (COCTOSIHME «3aMKHYTO») Ha ynpaBnsiowWwen  nuHIN
COOTBETCTBYIOLMA WMHOMKaTop OyneT BKMIOYEH, a Mpu BbLICOKOM YPOBHE (MMM B COCTOSHWM
«pa3oMKHyTO») ByaeT BblkmiodeH. ECnu NuHMM CBETOBOM WHAMKALMW He MOAKMIOYEHbl UMM UMElOT
BbICOKUA YPOBEHb CUTHana, CBETOAMOA CuuTbiBaTenst OyAeT CBETUTbCA KpacHbIM  CBETOM.
3aBMCMMOCTb LiBETa CBETOBOTO WHAWKATOpPa OT COCTOSHWI YMpaBRSIOWMX NUHWA NpeacTaBneHa B
Tabnuue 2.

Ecnu He nogkntoveHa nuins LED Red, npeaycmotpeHa BO3MOXHOCTb ynpaBfieHWst LBETOBOM
MHAVMKaLmen oaHol nunuen LED Green. B atom cryyae npu akTuBHOM ypoBHe nuHuv LED Green
BKITIOYAETC MHAMKALMA 3eNEHbIM LIBETOM, WHAaye — KpacHbIM. OTOT PexuM OTKIKYaeTcs, nocrne
npuéma nepsoro ynpasnsioLLero curiana no nuHum LED Red.

Tabnuya 2 — Ynpasnexue ygemom ceemoduodHo20 uHdukamopa

[Inst MOHTaXa CYMTLIBATENS BbINOMHUTE CieayIoLLyMe onepaLum:

1) OTKpyTIUTE BUHT KpEMneHWst NNoLLaak1 1 CHUMMTE MNoLLaaKy HaCTEHHOTO MOHTaXa Kopryca.

2) Pa3meTbTe 11 NPOCBEPNINTE HA MOHTaXHO NOBEPXHOCTV OTBEPCTMUSA 45 KPENMEHNs NoLaKki v
BBOfa kabens.

3) YcraHoBIUTE MOHTaXHYIO NOLaAKY, Mcnonb3ays Aobeni 1 wypynbl.

4) 3aBeauTe kabenb OT CYMTbIBATENS B OTBEPCTUE U COBAMHUTE MPOBOAA B COOTBETCTBUM CO
CXEMOil NOAKIIoYEHNS.

5) MopaiiTe nuTaHWe 1 NpoBepbTe paboTy cunMTbIBATENS.

6) YcTaHoBIUTE CYMTBIBATEND HA MOHTAXHYHO NNOLLAAKY M 3aKpernuTe ero BUHTOM.

6 MopkntoyeHne cuntbiBaTens

HasnaueHue npoBofoB cuntbiBatenei Elsys-SW78-Multi npuseaeHo B Tabnuue 3.

MpoBoga cuuTbiBaTENS HEOGXOOMMO MOAKMIOYATL K COOTBETCTBYHOLWMM MO (PYHKLMOHAMBHOMY
Ha3HaYeHMIO MMHUSIM KOHTponnepa Joctyna. [ins ucnonb3oBaHus pexiuma Touch Memory cnegyet
coeuHuTb nuHnio DATA1/TMG (6enbiit nposog) ¢ obiumm nposogom (GND). Heucnonb3soBaHHble
KOHTaKTb! AOMKHbI GbITb 3aM30MMPOBaHI.

3amblkaHue cuHero nposoaa Ha GND BkntoyaeT 3alLuiLéHHbI pexim Mifare Classic SL1 (cu. n. 9).
Tabnuya 3 — HasHa4yeHue npogodos cHumsieamens

LiBet 0603Ha4eHne HasHauyeHue KOHTaKTa
npoBoAaa KOHTaKTa
YépHbii GND 06wwit nposog
KpacHbiit + Unut Mutanne 8 - 18 V
3enéHbii DATAO/TM Bbixog DATAO / nunust Touch Memory
Benbii DATA1/TMG Bbixoa DATA1 / (ans BkntoyeHns pexvma Touch Memory
BbIBOA HE06X0AMMO COEAMHNTL C 06LYMM NPOBOAOM)
KénTblin Beep JIMHMS ynpaBneHns 38yKom
KopuyHesblit LED Red JIMHMS ynpaBneHus kpacHbIM LBETOM CBETOAMOAA
OpaHxeBbli LED Green JInHns ynpaeneHns 3enéHbiM LIBETOM CBETOAMOAA
(1nm po30BbIit)
Cuhui Secure Bkntoyerme 3awmilénHoro pexuma kapt MIFARE
duroneTosbI RS-485-A+ JInHvst A wHTepdpeiica ESDP (RS-485)
Cepblit RS-485-B- TNunms B nHtepdheiica ESDP (RS-485)

YpoBeHb cUrHana Ha NHUM ynpaBneHus LiBeT cBeyeHus
LED Red LED Green WHAMKaTopa
He noaknioyeH Huskuin 3enéHbin
He nogknioyeH Bbicokuii (He nogkntoyeH) KpacHbii
Bbicokuit Bbicokuit BhbikntoueH
Bbicokuit Huakui 3enéHblit
Huakuit Bicokuit KpacHblit
Huskuin Huakui XKentbiin

HaumeHoBaHue napameTpa 3HayeHue

PaccTtosiHne cunTbIBaHUS, CM EM-Marin - go 6 cm, HID ProxCard Il - no 4 cm,
MIFARE, NFC - no 4 cm, BLE - go 15 m*

WnTepdeic Wiegand (26 - 64), ES-Wiegand, Touch Memory,
ESDP (tpebyeTtcs Bepcus npolumski 1.11 unu

cTapiue)

Hanpshxenue nutaHus 8 + 18 B nocTosiHHOrO TOKa

[Motpebnsiemas MowHocTb, BT, He 6onee 1,1

VHavkaums MHOroLBETHbIN CBETOAMOA, 3yMMEp
Cpok cryx6bl 7 net

Macca (HeTT0, BpyTTO), HE Bonee, r 85 (135)

abapuTHble pasmepbl, He Gonee, MM 95 x 46 x 13

* - MakcumanbHoe paccTosHMe CYATbIBaHUA 3aBUCUT OT NPOU3BOAUTENSA KapT, MecTa u cnocoba
YCTaHOBKW CYMTbIBATENS.

4 Pa6oTa cuutbiBaTens
4.1 YreHue BelwecTBEHHbIX WAEHTU(UKaTOPOB

MMpu nopHeceHun kapTbl (6penoka) B paboyee none CYMTLIBATENS BCTPOEHHBIA B KapTy uun
aKTMBUPYETCS M NepefjaeT CBOW YHUKANbHbIA WAEHTUGMKALMOHHBIA HOMEp CuMTbiBaTento. dakt
YCMELLHOro CYUTbIBAHUS WAEHTUGDMKATOpa MOATBEPKAAETCS KPaTKOBPEMEHHOI MHAVKALMEN 3eNEHBIM
LIBETOM ¥ 3BYKOBbIM CUrHanoMm. CuuTbiBaTenb [EKOAVPYET MPUHATBIA MAEHTU(UKALMOHHBIA HOMEp,
MpoBEPSIET ero KOPPEKTHOCTb U MepefaeT Nomy4YeHHbIA KOf B KOHTPOMNep [OCTyna no uHtepdelicy
Wiegand, Touch Memory nnu ESDP.

B pexume Wiegand kop nepepaetcsi ogHokpaTHo. B pexume Touch Memory cuuTbiBaTens
nepenaeT Kof, KapTbl HEMPEpbIBHO B TEYEHME BCEro BPEMEHH, Noka OHa Haxoputcs B paboyem none

5 MonTax cuutbiBaTens

Pekomerpyemblit TN kabensi Ans NOAKMIOYEHUS! KOHTAKTOB CYUTLIBATENs K KOHTpONnepy -
HE3KpaHNUPOBAHHbI MHOTOXWUMbHBIA kabenb knacca He Hiske AWG24 ¢ nnowyazbio Ce4eHns xun He
meHee 0,22 kB. MM. B cnyyae ncnonb3oBaHUsi 3KpaHMpOBAHHOTO kabens aKpaHMPYIOLLYIO OMneTky
crefyeT NoAKMoYaTh TOMBKO CO CTOPOHbI YNPaBSIOLLEro YCTPOcTBa K koHTakTy GND.

Mopkniouenne curHanbHbix nuHMA ESDP fomkHO cooTeeTcTBOBaTh TpeboBaHMAM TOMOMOMMM
«lwnHa» nHTepderica RS-485. KowtakTbl A, B K KOHTpOnnepy AOMKHbI GbiTb MOAKMIOYEHbI BUTOM
napoi He Huxe TpeTbeil kateropun. CurHanbHble «3emnuy (GND) BCex YCTPOICTB B IMHWAM [AOMKHbI
ObiTb COEAMHEHbI B OAHO TOYKe OTAENMbHBIM NMPOBOAOM. Ha KOHLAX NMHUK [OMKHBI ObiTh
YCTaHOBMEHbI COrnacytoLme peancTopbl HomuHanom 120 Om.

Mecto Ans ycTaHoBKM cuuTbIBaTENs Ccredyet Bbibupatb M3 coobpaxeHuit yaobeTea
1CNOMNb30BaHNS. [INs CHUKEHMS! B3aWMHBIX 3NMEKTPOMArHUTHbIX MOMeX CrepyeT pacnonaratb
CUMTBIBATENM Ha PAcCTOsHUM He MeHee 0,5 M Apyr oT Apyra.

CrepyeT yuuTbIBaTb, 4TO [anbHOCTb YTEHUS MOXET CHWKATbCS MPU  PacronoXeHu
CUMTbIBATENS Ha METaNnMMYECKNX MOBEPXHOCTAX W MPU HANMYMM  SNEKTPOMArHUTHBIX MOMEX.
CunTbIBaTENb PEKOMEHAYETCS pacnonaraTb Ha paccTOSHUW He MeHee 1 M, @ ero nofBoAsLYyiA kabenb
- Ha pacctosHuM He MeHee 0,3 M OT WCTOYHUMKOB SMEKTPOMArHUTHBLIX MOMEX (MOHMTOPOB,
AMNeKTPOreHepaTopoB, 3neKTpoaBuraTenei, TpaHCopMaTopoB, MMYMbCHBIX 6IOKOB MUTaHWS, KNI
NepeMEHHOr0 TOKa, KOMMbIOTEPHBIX M TENEeOHHBIX NMNHWIA CBA3N 1 T.11.).

7 Wcnonb3oBatue npotokona ESDP

Mpotokon ESDP wucnonb3yet cuanyeckuit yposeHb RS-485 n obecrieunBaeT: NOAKMoYeHne
cuMTbIBaTENS K KOHTponnepy kabenem pAnuHod Ao 1200 M; KOHTpONMb Hanmuuus CBSi3M CO
CUMTBIBATENEM; KOHTPOIb COCTOSHIUSA Tamnepa C4UTLIBATENs, @ TakKe 3aLUNLLEHHDIA PEXUM.

MopknioyeHne cuuTbiBaTens B 3awmwéHHom pexume ESDP obecneunBaer 3awuTty kaHana
nepeaayn JaHHbIX C KOHTPOMMEPOM, 3aluTy OT NOAMEHbI CYMTLIBATENS, 3alLMTy OT WU3BMEYEHNs W
noanora kofa BeLLECTBEHHOrO WAeHTMdMkaTopa. B 3almwéHHoM pexume cuuTbiBaTens Gydet
yCTaHaBNMBaTh COEAMHEHNE TOMbKO CO CBA3AHHBIM KOHTpONNepoM. [Ins NoAKmoYeHNs 3allmLéHHOro
pexima AomkHa ObiTb BKMKOYEHa HacTpolika «PexXuM YCTaHOBMEHNS HOBOTO 3ALLMLLEHHOTO pexuMan
(no ymonuaHMio M mocrne cBpoca HacTpoek OHa BKMoYeHa). 10 3aBEPLUEHUM COMPSHKEHUS
CUMTBIBATENS M KOHTPONMEpa 3Ta OMLMS aBTOMATUYECK BbIKIIOYMUTCS.

Mpotokon ESDP vactuyHo coBmectum ¢ OSDP 2.2. CoBMECTUMOCTb C KOHTpONnepamu Apyrux
npouasoauTenen, kotopble noaaepxusaiot OSDP, He rapaHTupyeTcs.

Kaxppit cuuTbiBaTEnb B NUHMM MHTepdeitca ESDP fomkeH WMeTb YHUKanbHbIi agpec. Aapec
CYMTbIBATENS YCTaHABNMBAETCSH NMBO annapaTHbiM cnocoboM (MyTEM 3aMblkaHMst COOTBETCTBYHLLIMX
nMHiA Ha GND, cm. Tabnuuy 4), nubo B npunoxeHun Elsys-SW Config. Mocne nporpammHoit
YCTaHOBKW afipeca annaparHas CTaHOBUTCS HeOCTyNHo! Ao cpoca HacTpoek (cM. . 10).

Tabnuya 4 — AnnapamHas ycmaxoeka adpeca cyumsigamens dns npomokona ESDP

YPOBeHb CuUrHana Ha nMHuu

3navenme anpeca DATAO/TM (3enéHbiil) DATA1/TMG (6enbiii)

(no ymon4ahruio) Bhbicokuii (He nofkmntoyeHo) Bbicokuii (He nofknio4eHo)

Hu3kui (nogkntoyeH k GND) Bbicokuii (He nofknio4eHo)

BbICOKI (He MOAKNI0YEHO) Huskuit (nogknioyer kK GND)

Blw(N|(—=

Hu3kui (nogkntoyeH k GND) Huskui (nogkntoyeH k GND)

8 Wcnonb3oBaHue 3awmiwéHHOro npotokona nepegayv gaHHbix ES-Wiegand

IMpotokon ES-Wiegand ucnonb3yet untepdeitc Wiegand n obecneunsaet awuty usnyeckoro
kaHana «C4MTbIBATENb-KOHTPONNEP» OT HECAHKUMOHMPOBAHHOMO [OCTYNa, a Takke KOHTPOMb ero
ucnpasHocTM. B atom pexume cuuTbiBaTeNnb no wuHTepdeiicy Wiegand nepegaét B Buge
KOAMPOBaHHbIX 128-61THBIX MH(OPMALMOHHBIX MOCLINOK KOAbI NPEAbABNEHHbIX KapT, a Takke kaxaple
10 cexyHz dopmMupyeT AexypHble MH(OPMALMOHHbIE NOCHINKY, 0BECTeunBaloLLIME KOHTPOMb HANMYMS
CBSI311 KOHTPOMNNEPA CO CHUTLIBATENEM.

Pabora 3awLyEHHOro NpoToKoNa nepeayn fAaHHbIX NoAAEPKUBAETCA NpU COBMECTHON paboTe
¢ KoHTponnepamu Aoctyna Elsys. MHchopmaLms o Bepcusix 1 BapuaHTax UCTIONHEHUS KOHTPOMNEpoB,
MOAAEPKMBAIOLLMX 3TOT PEXUM, NPUBEAEHa B SKCMMyaTaLMOHHO! AOKyMeHTauun Ha obopyaoBaHie
CKYL Elsys.



[ns ncnonb3oBaHWa 3alMLEHHOr0 NPOTOKONA nepedayn AaHHblX, kpome nuHuie DATAO u
DATA1 wHTepdpeiica Wiegand, k koHTponnepy obsisatenbHo [omkHa ObiTb NOAKMKOYEHA NMHMA
ynpaBneHnst 3enéHbiM LBeTom cetoanopa LED Green. 3aluiiéHHbIN NpoTOKON aKTUBU3MpYyeTCs
aBTOMATM4YeCKM nocrne nepefayn KoHTponnepom no nvHun LED Green cneumanbHoid KOAOBOW
nocneaoBaTenbHOCTY.

9 Wcnonb3oBanue kapT MIFARE B 3awWwuwéHHOM pexume

CunTbiBatenb Elsys-SW78-Multi obecneunBaeT BO3MOXHOCTb paboTbl B pexvMe YTEHWS kofja u3
3almwéHHoin obnactu namsiTi kapT. MoaAepkuBaIOTCS TpU 3aLUMLEHHBIX pexuma ans kapt Mifare:
Classic (SL1), Plus (SL1, SL3), DESFire (AES-128).

BkntoueHue 3aLLMLLIEHHOr0 pexvma 1 HacTpolika npoduns 6e3onacHocTy (kMiod LnpoBaHus 1
Apyrie HeobXxoaMble NapameTpbl) BLINOMHAETCS OAHUM M3 [OCTYMHbIX CIOCOB0B KOHPUTYpUpPOBaHUS
(cm. nyHkt 10). MapameTpbl 6e30MaCHOCTM XPaHSATCS B CYUTLIBATENE B HEM3BNEKAEMOM BUIe.

B 3almwyHHOM pexuMe cuuTbiBaTENb NepefaeT AaHHble 13 3allMLLEHHO 0BnacTu B kayecTee
Homepa (kopia) kapTbl. KapTbl, HaxoaslLMeCs B TPAHCMOPTHOM COCTOSHIM, 3anporpaMMiUpoBaHHble ¢
VCIONb30BaHWEM JpyriX Kriovyeil, a Takke kapTbl apyrux dopmatos (EM-Marin, HID, apyrve tunbl
kapT MIFARE) B 3TOM pexvMe UrHOpUpytoTCs.

[ns coBmecTuMOCTW 3awwmwéHHOro pexuma SL1 ¢ cywecTsylowmmn obbektamu, rae
ucronbayloTes  cuuTbiBaTenn  Elsys, B koTopbix nopaepxusaercs Tombko Mifare  Classic,
npesycMOTPeHa BO3MOXHOCTb annapaTHoro BKMoYeHNst 3awpwéHHoro pexuma Mifare Classic, nytém
3amblkaHust nposofa Secure Ha GND (cM. n. 6), u 3anucb napamMeTpoB Ge30nacHOCTU C MOMOLLbIO
CylLecTByloLLel MacTep-kapTbl Ha ocHose Mifare Classic.

Bce KapTbl, npedHasHaueHHble [Ans paboTbl B 3AWMWEHHOM pexume, HeobXoaumo
npeBapuTeNbHO — 3amporpaMmMnpoBaTh  (BbIMOMHATL — 3MUCCHIO)  C  MCMONb3OBAHWEM  KMiovent
6e30MacHOCTM,  YCTAHOBMEHHbIX  OpraHU3aLMen-sMUTEHTOM,  3anucaB  CHOPMUPOBAHHBIA

WaeHTUGMKaTOp B 3alMLéHHYl0 obnacTb namsTM MO MpUHATBIM B cucTeme npasunam. Bonee
noppoBHO MPOLIECC SMUCCM PACCMOTPEH B ONUCAHUM UCMOMb3YEMbIX MPOrpaMMHbIX MpoaykTos CKY[I.

10  KoHdmrypupoBaHue cuntbiBatens

CunTbiBaTENb UMEET ABa TUMa MapameTpoB: obliMe HacTpolku (HacTpolika WHTepdeiicos,
WHOMKauMW 1 ap.) v napameTpbl 6esonacHoctu (mpocunu GesonacHocTi kapt Mifare - apyrve
HacTpOVKM CcuuTbIBaTENs BrMsiolie Ha GesomacHocTb cuctembl). CMeHa HacTpoek BO3MOXHa
HECKONbKAMM  CrIocobamn  KOH(UrypUpOBaHWUS, MpU  HACTPOVKe CHUTBLIBATENsS PeKOMeHAyeTcs
OTKMIoYaTh Hencnonb3ayemble.

OnucaHve BCeX HAaCTPOEK CYUTbIBATENs MpeACTaBMeHO B PYKOBOACTBE NONb3oBaTens
npunoxerus Elsys-SW Config.

10.1 KoHdpmrypupoBaHme ¢ nomoLybio BbIBOAOB

[ns BbibOpa anbTepHATUBHbIX PEXMMOB paboTbl CYMTHIBATENS UM BbIMOMHEHUS OYUCTKM
KOH(pUrypauuu HeobXoaumMo A0 MOAAYM MUTaHUS COEAMHWUTL COOTBETCTBYIOWMM 0BpasoMm Bce
HeobxoauMble NPOBOAA, YkasaHHble B Tabnuue 5, 3aTem BknounTb nuTaHue. Mposog Secure (cuHui)
MOXET GbITb NGO OTKIKOYEH OT ApyriX Lieneit, 6o coeanHéH ¢ nHneit DATAO/TM nnbo coeauHéH ¢
nuHneit DATA1/TMG. 3aBeplueHne akTMBaLMW anbTepHATUBHOTO pexima ByaeT conpoBOXAaTbCS
3BYKOBbIM CUTHaNoM W BKIIOYEHWEM MHAMKATOpa 3eMéHOro LBeTa Ha Bpems okoro 2 cekyHA. [o
BbINMOSHEHNS MPUMEHEHUS HAaCTPOeK, OnMCaHHbIX B Tabnuue 5, GyaeT BbinonMHeHa ouMcTKa BCeX
OCTanbHbIX KOHUIYpaLMOHHBIX NApaMeTPOB CYUTLIBATENS!.

Mocre 3aBepLueHUs Mpolecca akTUBaLUMKM pexuma paboTbl HEOOXOAUMO OTKMHUMTL MUTAHUE,
pa3benHUTL NPOBOAA W MOAKMIOYUT CHUTBIBATENb K KOHTPOMNEPY LTATHbIM 06pa3oM.

Tabnuya 5 — YcmaHoeka Hacmpoek cyumbieamens

Jlunms (uset DATAO/TM (3enéHbiit) DATA1/TMG (6enbiit)
nposoga)
LED Green Wiegand-26* Wiegand-42
(opaHxeBbii Unn
PO30BbIif)
LED Red lMepenaBaTb MakCUManbHbI lMepepnasatb kop B Avanasore Wiegand B
(KOpW4HeBbIi) [AvanasoH koo B pexume TM* | pexume TM

Beep (xenTblit) He nepenasatb Mnapwuit 6ait
ans kapt ¢ 7-mu v 10-n

6aritoBbiMu UID*

Mepepnasatb GaliThl, HaunHas ¢
mnagLero, Ans kapT ¢ 7-mu u 10-Tn
6aritosbiMu UID

Secure (cuHui) —
MOXeT ObITb He
NoAKIYeH

BKNiouMTb pexim 3awuTbl oT
nybnukaToB (ecnv Secure He
MOAKMIOYEH, TO @HTUKIMOH
BbIKIKOYMTCS)

OuncTuTb NapameTpbl beaonacHocTi
pexuma SL1 kapt Mifare (ecnu Secure He
MOAKMIOYeH, To napameTpbl Ans SL1 He
M3MeHsITCS)

Mpumevanme.
3HaKOM « * » OTMEYEHO 3Hau€eHIe HACTPOEK MO YMOMYaHMI0.
Bce npoBoga o6si3aTenbHbl Ans coeAnHeHUs kpome Secure (CUHUIA).

10.2 KoHdpurypupoBaHue ¢ nomMoLbio NpUnoxeHus

MobunbHoe npunoxeue Elsys-SW Config obecneunBaeT HacTpoilky, 04MCTKy KOHMrypaLuy,
06HOBNEHWE NpOWMBOK cuuTbiBaTenen no uHtepdericy BLE (Bluetooth Low Energy). PIN-kog no
ymMonyaHuio Ansi MOAKMIOYeHNs K cunTbiBaTenio: 123456. Mpu HacTpolike cunTbiBaTENS HEOBXOANMO

obszaTenbHo cMeHnTb PIN-koa no ymonyarmio. MpunoxeHue A0CTYNHO Ans cMapTdoHoB Ha 6ase OC
Android.

MonHoe onucaHMe —KOH(UTYpUPOBaHUS  CYMTbIBATENS
nonb3oBatens Elsys-SW Config.

NPeacTaBneHo B PyKOBOACTBE

10.3 KoHdmrypuposanue no ESDP

Mpu nogkmnioyenun cuntbiBatens no ESDP B koHdurypaumonHom MO CKY[ Elsys goctynHbl
(YHKUMW  LEHTPanu3oBaHHOrO  OBHOBNEHMS!  MporpaMmHoro  obecneveHns  (MpowwBkY) ¢
LIeHTPanu30BaHHo 3arpy3ki kKoHdurypauum u npodunei 6eonacHocTv kapt Mifare.

10.4 KoHdurypmpoBaHue ¢ NOMOLLbIO MacTep-KapThbl

Macrep-kapTa, ocHoBaHHas Ha Mifare Plus B pexume SL3, npenHasHayeHa nns
KOH(UTYpUpOBaHMS CYMTBIBATENS C MOMOLUBIO NapameTpoB, KOTOPble XPaHATCS B Hel, W Ans
aBTOpu3aumm feictBuidl npunoxeHns Elsys-SW Config. OtgenbHo moxeT 6biTb npeacTaBneHo
paspeLLeHye Ha CMeHy 06LLX HAaCTPOEK 1 MapaMeTpoB Ge30nacHoCTy.

Mpy1 NpeabABREHUN MacTep-kapTbl, CYUTbIBATENb BLINONHAET €€ ayTeHTUMKALMIO. YCNelLHyIo
npoBepKy MacTep-kapTbl CYUTLIBATEMb WHANLMPYET AAUTENbHBIM 3BYKOBBIM CUrHarioM. MapameTpbl
ayTeHTUDUKaLMN NPUMEHSIOTCA NPU NEepBOM MPefbsBNEHNM MacTep-kapTbl K CYMTbIBATEMO C
3aBOACKVMM NapaMeTpamu 1 yAANSIoTCs Mpu 04UCTKE KOHUrypaLmum.

Mocne ycnelwHol ayTeHTUdMKaLMN 1 YBUpaHUs KapTbl M3 MONsS CYMTbIBATENs, 3anycTuTCs
aBTOPM30BaHHAs Ceccust KOHMrypupoBaHus, kotopas anutces 15 c. B aTOT MOMEHT, B 3aBUCUMOCTH
OT paspelleHnit B MacTep-kapTe, BO3MOXHO NoaknioyeHne ¢ nomowpio Elsys-SW Config, unm
NpUMeHeHNe NapaMeTpoB 13 MacTep-kapTbl MYTEM MOBTOPHOTO €€ MPeAbSBIEHNs K CYUTLIBATENIO.
YcnellHoe NpuMeHeHWe HacTpoek M3 MacTep-kapTbl UMK MOAKMIOYEHUE C MOMOLLBIO MPUIOKEHNS
VHAMLMPYETCS ANUTENbHBIM 3BYKOBBLIM CUTHaNoM, NOCIe Yero aBTopu3oBaHHas Cecciist 3aBepLuaeTcs.

[inst 04MCTKN KOHCUrypaLmmM C MOMOLLbIO MacTep-kapThl Heobxoaumo B TeveHne 30 ¢ nocne
BKITIOYEHNS IUTAHNS CYNTBIBATENS NPEAbSBUTL MacTep-kapTy W YAepXuBaTb €€ B TeyeHne 5 c.

Cnoco6 cosfaHust MacTep-kapTbl MPeAcTaBneH B ONMCAaHMM MCMOMb3yeMbIX MPOrPaMMHbIX
npopyktos CKY[ Elsys.

11 Mob6unbHbIi MAEHTUUKaTOP

[ns ucnonb3osaHns cmapTdoHoB Ha 6ase OC Android unm iOS B kayectBe MOBUNbHOMO
naeHTUdMKaTopa HeobxoaMMO ycTaHoBUTL npunoxerne Elsys-SW ID, koTopoe obecnednBaet
nepefadvy uaeHTudukatopa nonb3osatens B cuuTbiBaTenb no uHTepdericy BLE. ins Android Bepcun
NPUNOXEHNS AONONHUTENBHO AOCTYneH uHTepdeiic NFC.

MoapobHas uHdopmaums 06 UCNonb3oBaHMM MOBUMLHOMO WAeHTUMKATOpa MpeacTaBneHa B
pykoBopicTBe nonb3aosatens Elsys-SW ID.

12 XpaHeHue, TpaHCNOPTUPOBKA M YTUNN3aLMUA

XpaHeHue cunTbIBaTENeN AOMKHO COOTBETCTBOBATL YCMOBUsM XpaHerus 1 no FTOCT 15150-69.

B nomelLeHn Ansi XpaHeHusi cuuTbiBaTeneit He AOMKHO GbiTb MapoB XUMMYECKU aKTMBHbIX
BELLIECTB, BbI3bIBAIOLLIX KOPPO3MIO (KUCTIOTBI, LLEMOYH, arpeccuBHbIe rasbl).

TpaHCMOpTMPOBKa YNakoBaHHbIX CYMTbIBATENeE MPOM3BOANTCS B KPbIThIX TPAHCMOPTHbIX
CpeACTBaXx C Y4eTOM BE[OMCTBEHHbIX HOPMATUBHbIX JOKYMEHTOB.

YcnoBus TpaHCNOPTUPOBKM CuMTbIBaTENel AoMmkHbI cooTaeTcTBoBaTh FOCT 15150-69.

YTunusauus u3genus [OMKHa OCYLLECTBASTbCA MO MECTy 3KCniyaTauuu usgenvs B
cootsetcTBim ¢ FOCT 30167-2014 1 pervoHanbHbIMM HOPMATUBHBIMM JOKYMEHTaMK.

13 CBepeHus o cepTudmkauum

CuntbiBatens  Elsys-SW78-Multi  cootseTcTByeT TpeboBaHMsAM TexHUYECKMX pernameHToB
TamoxeHHoro coto3a TP TC 020/2011 n EBpaauiickoro akoHomuyeckoro cotoza TP EAQC 037/2016,
noATBePXAaeMbIM feknapalel CooTBETCTBIS.

14 CBUAETENLCTBO O NPUEMKE 1 ynakoBbIBaHUU

CuntbiBaTens Elsys-SW78-Multi, 3aBoackoit Homep W3rOTOBIEH,
MPYHSIT, NPU3HAH TOAHBIM ANSt 3KCMyaTaluy W ynakoBaH COrnacHo TpebGoBaHUsM, NPeayCMOTPEHHbIM
B I€/CTBYIOLLEI TEXHUYECKON AOKYMEHTALIMN.

Mpepcrasutens OTK
Mmn
nodnucb pacwugposka yucno, Mecsiy, 200
15  [ara npopaxu
IMponasel
Mmn
nodnucb pacwugpposka yucno, Mecsiy, 200
16 lapaHTuM usrotoBuTens
[MpeanpusTMe-N3roToBUTENb  FApaHTMpYeT — COOTBETCTBUE  CUMTbIBATENs  TpeBoBaHWSM

TEXHUYECKOW AOKYMEHTaLMW Npu cOBMioAeHN NpaBun TPaHCMOPTUPOBAHMS, XPaHEHUs, MOHTaxa U
aKcnmyarauum.

[apaHTUitHbI CPOK 3KCTMyaTaLuu CuuTbIBATENs ycTaHaBnMBaeTcs 12 MecsLeB C MOMEHTa
npopaxu. Mpu OTCYTCTBMM B nacnopTe AaThl NPOAAXM MNW NeyaTi NpoaaBLa, rapaHTUitHbIA CPOK
ncumcnsieTcst ¢ MomeHTa npuemki nspenus OTK.

CunTbiBaTENb, Y KOTOPOrO BO BPEMSI rapaHTUAHOTO cpoka Mpu YCrnoBuM COBMIOAEHNS npaBun
aKcnnyaTauum M MoHTaxa OyaeT obHapyXeHo HecOOTBETCTBME 3asiBMEHHbIM XapaKTepucTukam,
6e3B03Me3HO 3aMEHSIETCS MW PEMOHTUPYETCS NPEANPUSTUEM-U3rOTOBUTENEM.

An.pec npeanpuaTUA-U3roTOBUTENA:

I'pynna komnauui «TeuH Mpox»

125040, r. Mocksa, 1-5 yn. Amckoro nons, A. 28.
Ten: +7(495) 419-03-04

e-mail: info@twinpro.ru

http: ~ www.twinpro.ru, www.trevog.net

000 «EC-npom»

443029, r. Camapa, yn. ConHeuHas, A. 53.
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